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2 EFEMNIEIERP PCROP
2.1 PCROP ®iP#EiR

XHSC Z853 5 A B FLASH X EBHIR=IRLIBIRMI%ERIF (Proprietary Code Read Out Protection,
PCROP) IhfE, %) PCROP INREFRIFAIEIHFRA IP-Code, PCROP INEEN AT BX, FRIFEENRES
WRABPRBE. A2 TAATEEL. PCROP BLUUTHA:

IRTE /9 PCROP fRIFIX BYEAHE RBEMNIT, FEEBOREY, BNREREIRMELHEIR,

fiEBE PCROP [&, FEEMITEEM, WRIPHBXFERBXER. HE, SNLKERGHERNS
KiHIR; RIRIPFBXBABRERINIT, TEERIREY, BNAERERME LR,

PCROP IEfRIF SR TFER LM (ICC REFSWIRIR) o

PCROP INEER] S RERIFINEEA G ER.

FSXPCROPER

PCROP CODE

FEXPCROPSR

RX0

2-1 PCROP BRRBEAETREE

2.2 {AI{ERE PCROP &3P

PCROP Zhae B AAARAZa0 T -

1.

2.

3.

NMA%ERE

R BRI RIPX
RIRIZIMIZXS PCROP fEREtttit 4R 72 PCROP ThAE(EAERS 0x2916 3505;

RIRIEMIZXS PCROP fRIFIECIARIX SRl PCROP fRIFLR BX St 515 NRIFEIEHEX
SHRIFERBEKS;

%% EFM_FSR.OPTEND=1;
HITRREN, ENEHRIPXILTE,;

32EY FPCROPFG FFstfINRIFSEEIR E EH;
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7. %EY FOCDPRTFG Z7F2sfaiA PCROP IjgEE/E M. PCROP ERAMFMAZEREREMERIFKE

BEEE
2.3 UN{AIZ2A PCROP {RiF

PCROP IhgEfEFRMIZ I TN—!

1. %I PCROP fEgestiit. PCROP fRIFICIGRX Silt. PCROP fRIPLERBEX SRRV E— ML
2R DXHRRR

2. %5 EFM_FSR.OPTEND=1;

3. HITRAEN, EREHFRIPKILE;

4. IREX FOCDPRTFG ZF 7281\ PCROP IhEEEM#EFF.

PCROP ZhRef#FRAIZ A TN —"

1. @3 DBGC_FMCCTL.PCROPERSREQ kit PCROP fi#bk, ZiEKTE Flash RE&RIFEUER AT &
A

2. @i DBGC_FMCCTL.PCROPERSACK #fj3A PCROP B BRI,

3. #HITRREM, ENEHFRIPKILE;

4. 1%HY FOCDPRTFG Ff#28iA PCROP IhaE Ef#FRo

BLHC32M413 A, BB B RIPEIHIIEEERE[0x4000, 0x6000) , M PCROPSR=0x20,PCROPER=0x2F,
IR ERI PCROPSR. PCROPER #R2EETEMRIFSEEMNAY, 5 PCROPER+1 THEA BFRIFSEEZ M
PCROPER REERET Flash 72 B E, SN PCROP INREIRE R,

2.4 IP-code 5P X3

BT PCROP XIRBEMEIES, TREMEMEAERIE, FILAFESHAF PCROP KIEBIAESN, MECE
IRIFIERE R E RRITRAE LU R R £,

Z1RIFRY IP-Code RILAMKA ARSI, BEFRY, IP-code BRILUAMAFABHRRIRE, EXMER
T, IP-Code BB A XLR MU, 1F PC (FBFFiT#ka8) 7EH1T IP-Code FIBRAZEIX LRI, —
B PCROP #%fEgE, # PCROP AABAF AR EAIHU A RERIRZE, BNX L R E Rt 24 20 E RE
Tk, FLENIEFIES IP-Code HEXEXHIR A —EESRIFE] PCROP XA, SFE4RIFEIRF RS
XAYEIE ik,
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3 PCROP 5fjl

3.1 IR

B~ EFM B9 PCROP IhgE, $1TfiiF PCROP ARYIE< S, iA1a] PCROP NRIERIE, @it LED
JTIRERM KR, EF XHSC EM HC32M413 DDL Rev1.0.0 B9 efm_pcrop Rfl#iTEXR. EIRFEIE,

3.2 R

3.2.1 RN

¥ efm_pcrop RHIFRIREBECAPUMRIN, HEEMRIF for FIEMMEATEIFA LD
BSP_KEY_Init(BSP_KEY_MD_EXTINT);

for (;;) {
BSP_LED Toggle(LED_BLUE);
Pcrop_DelayMS(DELAY _MS);

if (SET == BSP_KEY_GetStatus(BSP_KEY_1, BSP_KEY_MD_EXTINT)) {
[* Enable PCROP */
EFM_PCROP_Cmd(EFM_PCROP_START SECTOR, EFM_PCROP_END_SECTOR, ENABLE);
/* Reset */
for (; ;) {
DDL_DelayMS(DELAY _MS);
NVIC_SystemReset();

}

if (SET == BSP_KEY_GetStatus(BSP_KEY 2, BSP_KEY_MD_EXTINT)) {
/* Read the data which at the protected sector, cause bus fault */
(void)RW_MEM32(u32Addr);

}
#TZ pcrop.c XL EFIERTHAEEAIEMT !

#if defined (__CC_ARM) /*!< ARM Compiler */
#pragma push

#pragma 00
#endif
__NO_OPTIMIZE void Pcrop_DelayMS(uint32_t u32Count)
{
_ 10 uint32_t;
const uint32_t u32Cyc = (HCLK VALUE + 6000UL - 1UL) / 6000UL;
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}

while (u32Count-- > 0UL) {

i =u32Cyc;

while (i-- > OUL) {

}

#if defined (_ CC_ARM)
#pragma pop
#endif

/¥!1< ARM Compiler */

3.2.2

TEREREN TEIRE

TR RIZE

—()

RYiak

v

fFEREbUsfault

ENTRIR RS

v

FIRFPCROPIRTS

v

REBQIET

v

EAV I

BEYRIF XAtk

v

v

ENTEIR AR

LTATHEIF AR

v

v

RBKUIRT

K1/K2[EBHZ T

v

v

fEREPCROP

2 FEPCROP*

v

~— B

*E B FAPCROPIYAlR TFE R 2IEMR (ICCREFEHIZNR)

3-1 TfIREREER

3.3 E£mRHA1T IP-Code

SNTABSBERCHNED, R ERIFF[ERF IO TR 51490 Keil B Execute-only Code &
171, IAR & No data reads in code memory &I, GCC B-mpure-code 7% flage FBINEEENIEX

M AR X LRI RIFENHEE X,

NMA%ERE
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3.3.1 Keil

FF Keil, IBAEBEI LA, 1%EF Options for Group ‘pcrop’ , ¥ FEIFAR:

Project R x|
=% Project: efm_pcrop
45 efm_pcrop_Debug

cmsis

e}

source

driver
sk_hc32md13_lgfpbd
Readme

pcrop

&

e}

3] =
fl B EF EF B &

,;2\ Options for Group 'perop’... Alk=F7

Add New Item to Group “pcrop’...
Add Existing Files to Group ‘pcrop’..

Remove Group "pcrop’ and its Files

Cpen Build Log
Rebuild all target files
Build Target F7

ﬁ Manage Project ltems...

v | Show Include File Dependencies

3-2 Keil I®BXH4A “options”

R C/C++HIEINAE, 4%k execute-only code, ¥ TFEIFAR:

kA Options for Group ‘perop’ X

Properties C/C++ ]Asm ]

Preprocessor Symbols

Define: |
Undefine: |

Language / Code Generation
| Execute-only Code [+ Strict ANSIC Wamings: |<unspecfied>
Optimization: | <default> - [+ Enum Container always int 7

[+¥ Optimize for Time [+ Plain Charis Signed [+ Mo Auto Includes
[+ Split Load and Store Multiple [¥ Read-Only Position Independent [+ C39 Mode
[+ One ELF Section per Function [+ Read-Write Position Independent [+ GNU extensions
Include
Paths | J
Misc |
Controls

Compiler  |-c99 —execute_only < —cpu Cortex-M4 -D__MICROLIB i -g -00 —apcs=interwork —split_sections |~
control | /source - ../../.././../ . Adrivers/cmsis/Device/HDSC/he32mdxx/Include -|
string w

)4 | Cancel | Defaults | Help
3-3 3&E Keil %15 “Keil execute-only code”

EEK sct XfF, SATFFAR:

{&2% ROM1 SEHE:

LR_IROM1 0x00000000 0x0001FEOOQ
ER_IROM1 0x00000000 0x0001FEOO
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&N PRCOP EX:

LR_PCROP 0x1FE00 0x00000200{
ER_PCROP 0x1FE00 0x000002004
pcrop.o(+X0)

}
3.3.2 IAR
3F IAR, BB XXMHA, %EF Options, W0 TFEFIR:

Files o
£ @efm_pcrop - Debug v
M bsp
(] Ml cmsis
W driver
—HimﬂﬂlllﬁEEEEEEE
B source Options...
L IEI_ Readme td Make
B Output
Compile
Rebuild All
Clean

3-4 IARIZBENXHAH “options”

7 C/C++ compiler iEI4H 4)3% override inherited settings, 7 4)i% No data reads in code memory,
NTFEPRR:
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Options for node "pcrop”

] Exclude from build

Category:

| Override inherited settings

Static Analysis
Runtime Checking
Assembler
Qutput Converter
Custom Build

[ Multi-file Compilation

Discard Unused Publics

List Preprocessor

Factory Settings

Diagnostics MISRA-C:2004
MISRA-C:1998 Encodings Extra Options
Language 1 Language 2 Code Optimizations Output
Processor mode
Arm
Thumb

Position-independence

["] Code and read-only data (ropi)
[ Read/write data (rwpi)

No dynamic read/write initialization

I No data reads in code memory
["]Stack protection

Cancel

3-5 3i&E IAR EI4H “No data reads in code memory”

fEeR icf X, S0FFR:

define symbol __ICFEDIT region_PCROP_start__ = 0x1FEOO;
define symbol __ICFEDIT region_PCROP_

end__ = Ox1FFFF;

o}

define region PCROP_region = mem:[from __ICFEDIT region_PCROP_start__ to _ ICFEDIT region_PCROP_end__I;
place in PCROP_region { ro object pcrop.

3.3.3 GCC

XF GCC, BABBEXMAH, Hik#F properties, W TEFIR:

NMA%ERE
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.

S

K¢

& bsp
@ Cmsis
& config
= Debug
& driver
* pcrop
e readme
& Release
& source
4 startup
downlo
efm_pc
efm_pc
efm_pc
efm_pc

New

Go Into

Open in New Window

Show In

Show in Local Terminal

Copy
Paste
X Delete
Source
Move...

Rename...
Import...

: Export...
Build Project
Refresh
Index
Build Targets

Alt+Shift+W »

>
Ctrl+C
Ctri+V
Delete

>

F2

Resource Configurations >

Profiling Tools

Restore from Local History...
% Run C/C++ Code Analysis

Team

Compare With

Replace With
< Validate

Source

Alt+Enter

3-6 GCCigEX{4 “Properties”

& Properties for pcrop

‘type filter text

Resource
v C/C++ Build
Settings
Tool Chain Editor
C/C++ General
Git
Run/Debug Settings

@

f&ek 1d X, S0TFFR:

NMA%ERE

Settings

Configuration: Debug [ Active ]

[] Exclude resource from build

® Tool Settings @ Container Settings

v & GNU ARM Cross Assembler

@ Preprocessor
& Includes

& Warnings

(& Miscellaneous

v ® GNU ARM Cross C Compiler

@ Preprocessor

& Includes

(2 Optimization

& Warnings

% Miscellaneous

~ Manage Configurations...

[[]Generate assembler listing (-Wa,-adhlns="$@.Ist")
["]save temporary files (--save-temps Use with caution!)
[IVerbose (-v)

Other compiler flags ‘fmpurefcode ‘l

Restore Defaults Apply

Apply and Close Cancel

3-7 #hN GCC i flag “-mpure-code”

¥ C/C++ Build #EI4H, FH7E GNU ARM Cross Compiler B9 miscellaneous A Other compiler flag
IR “-mpure-code”, 30 TFEFFR:
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2% MEMORY E X :

MEMORY
{
FLASH (rx): ORIGIN = 0x00000000, LENGTH = 128K - 512
PCROP (rx): ORIGIN = 0x0001FEOQ, LENGTH = 512
ICG (rx): ORIGIN = 0x00020000, LENGTH = 20
RAM (rwx): ORIGIN = 0x1FFFE000, LENGTH = 16K
}

SECTIONS %10 pcrop E&:

.pcrop 0x0001FEOO :
{

. = ALIGN(4);
__pcrop_start = ;
KEEP(*pcrop.o(.text .text.* .rodata .rodata.*))
. = ALIGN(4);
__pcrop_end = ;
} >PCROP
ASSERT(__pcrop_end <= ORIGIN(PCROP) + LENGTH(PCROP), "PCROP region overflowed")

3.4 MALR
B BIRATU0 R
1. THMAWEGE, BIAPCROPREXM, EIT=; & PCROP BAER, MAMR;
2. LEBIEIFHIT PCROP XIFMIES, MEITIANE;
3. FFIR$E K1 f58E PCROP T4E, PCROP 43, £IMT%;
4. TEAITRBRT TR TRE K2, RINZRIFXIEEE, A SEER, LITIAL;

5. TELLITIANRRPIRAS TEIBHR T4252 K1 #1 K2, ##E% PCROP IheE, T hH 2k, R TEIZHE, Fi
BITRX,

NRFFLBKEERRIAITHINED, NIL T #5E K1 6 PCROP [REEZAMA B LLIEIR, £LXTIANF.
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4 FEEFEIM

1. FFE IP-Code B2 (HIUNEEEK. F oI FRTHR) HIRIE PCROP RIFMIXIF Z 5, EAENIR
BE# D-Code B &#1TIAIE),

2. IP-Code MAF XABEAFAZIR CIESHERERE (40 memset()X memcpy()F) , FAILUGH
%m1¥%) PCROP X1, (7t PCROP XN EHT LI %R o

3. 3NR# IP-Code JAMABRENIF PCROP RIFXIHZ I (LLINFE R EzBERBFRBEXFMEE
YW 1EE| PCROP BIZBIERES) , W4 A AR Y BR S AR 4 138 B[] E bk

4. FAARBEEX 0 REANRPXE, FRESPRERNEXIRENRP X,
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5 B4

AR T IEFER HC32 RYIMEEHRIDIERIF PCROP, HOFHITETR, HLEFKMERRMT
2E,
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